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Confidentiality of Medical Records and Worker
Health Information in the Occupational Health
Setting
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INTRODUCTION
Occupational health nurses (OHNs) have access to a great
deal of worker health information, both personal and workrelated. They must clearly understand the variety of records
in occupational health and the relevant legal, ethical and
professional requirements to protect worker health
information from inappropriate disclosure. Workers must
be confident that their personal health information will be
appropriately protected by the OHN. Despite numerous
statutes that protect health information, many of these laws
may not apply to occupational health settings, and ethical
conflicts may arise if OHNs are asked to provide worker
health information without the worker’s knowledge or
consent. It is essential for OHNs to have a basic
understanding of the pertinent local, state, and federal legal
and regulatory requirements relevant to their industry and
practice setting. In cases where requirements are not
clearly understood or specific cases warrant further
understanding, the OHN should consult the company’s
legal and/or risk advisors.
RATIONALE
The OHN has access to medical records and worker health
information and may gather personal health information in
the course of their interaction with workers. It is important
that the worker have assurance from the OHN that their
personal health information will be appropriately protected;
this may impact what the worker is willing to disclose during
an evaluation or assessment and may affect decisions
regarding their ability to safely perform the job.
The type of records OHNs may deal with include medical
records such as documentation of routine preventive care,
acute illness care, and care of chronic diseases. Worker
health information may include work-related records, workrelated illnesses and injuries/workers compensation,
medical and employment questionnaires, job descriptions,
medical surveillance examinations, exposure evaluations,
biologic and other screenings, etc. It is important that the
OHN recognize which records include personal health
information so that they may avoid unnecessary or
inappropriate disclosure.
There are several federal and state statutes that affect
maintenance and disclosure of worker health information.
Below is a brief summary of pertinent federal legislation:
OCCUPATIONAL
ADMINISTRATION

SAFETY

AND

HEALTH

The Occupational Safety and Health Administration
(OSHA) as s ur es s af e a nd h ea l t h y w or k i n g
c o n di t i o ns b y es t a bl i s hi ng l aws t h at pr o hi bi t
e m p l o y er s f r om r e t al i at i ng or d i s c r i mi n at i ng
a g a i ns t w or k er s f o r r e po r t i n g an i n j ur y or
i l l n es s ( U. S. D e p ar t m e nt of L a b or , 2 0 1 8 ) .
T h e r e ar e s p ec i f i c r ec or dk e ep i ng l a ws
r e q ui r i n g
r et e nt i o n
and
a v a i l a bi l i t y
of

o c c u pa t i o n al m e di c al r ec or ds . O SH A’ s
Access to Employee Exposure and Medical
Records Standard 29CFR1910.1020 requires that
the e m p l o y e e o r e m p l o y e e ’ s designated
representative have access to
relevant
exposure and m e d i c a l records, with the
employee’s written consent, according to the
following guidelines: Records must be provided
without cost to the e m pl o y ee or representative,
if possible within 15 working days of the initial
request, and the employer must make provisions
for copying of records ( U. S. Depar t me nt of
Lab or , 20 11) .
An employee must give specific written consent
before a designated representative may look at or
copy the employee’s record. A recognized or
certified collective bargaining agent is automatically
considered a designated representative for
purposes of access to worker exposure records and
analyses prepared using exposure or health data.
OSHA has also addressed confidentiality in several
standards that require medical evaluations. For
example, the Bloodborne Pathogen Standard
requires a post-exposure confidential medical
evaluation with limited information to be given to the
employer (i.e., employee has been informed of the
results of the evaluation, and told about any medical
conditions resulting from the exposure which require
further evaluation or treatment). All other findings or
diagnoses obtained during the evaluation must
remain confidential and must not be included in the
written report ( U. S. D e p ar t m e nt of L a bo r ,
2018).
Some more recent OSHA standards with medical
surveillance
requirements
(e.g.,
hexavalent
chromium and crystalline silica) explicitly require that
the examining healthcare provider not reveal to the
employer specific findings or diagnoses unrelated to
occupational exposure. The respirable crystalline
silica standard (1926.1153) requires limiting release
of information to the employer to: the date of the
examination, a statement that the examination has
met the requirements of the standard, and, any
recommended limitations on the employee's use of
respirators ( U. S. D e p ar t me n t of L a b or ,
2018).
AMERICANS WITH DISABILITIES
AMENDMENT ACT

ACT AND

The Americans with Disabilities Act (ADA) and
Amendment Act (ADAAA) protect individuals with
disabilities from employment discrimination (U.S.
Department of Justice, 2009). The law limits an
employer's right to collect and use health-related
information in regards to job applicants and
workers. Although the ADA does not require an
occupational health professional to be the custodian
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of worker health information, it does mandate that
health data be kept separate from pers on nel files and
be treated with confidentiality regardless of whether the
data reveals a disability. Specific exceptions are as
follows:





supervisors and managers may be informed
regarding necessary restrictions on the work or
duties of the employee and necessary
accommodations;
first aid and safety personnel may be informed, when
appropriate, if the disability might require emergency
treatment, and
government officials investigating compliance with
ADA shall be provided relevant information on
request.

It is important to note that these mandates regarding
confidentiality also apply to medical information relevant
to an applicant’s or employee’s occupational injury or
workers’ compensation claims (U.S. Equal Employment
Opportunity Commission (USEEOC), 2000).
THE HEALTH INSURANCE
ACCOUNTABILITY ACT

PORTABILITY

AND

The passage of the 1996 Health Insurance Portability
and Accountability Act (HIPAA), Public Law 104-191, has
validated the nurse's obligation to maintain confidentiality
of health information. The primary intent of the HIPAA
Privacy Rule is to protect i n d i v i d u a l s ’ privacy b y
g i v i n g t h e m r i g h t s r e g a r d i n g t h e i r health
information and setting rules and limits on who can look at
and receive the information (U.S. Department of Health and
Human Services [USDHHS], 2017). This applies to all
forms of protected health information (PHI), whether
electronic, written, or oral. The HIPAA Security Rule is a
Federal law that requires security for health information in
electronic form (USDHHS).
HIPAA restricts access to health information only if the
healthcare provider generating or maintaining the
information is a covered entity under the rule.
Business associates of covered entities must
also follow HIPAA regulations. Organizations
that do not have to follow the Privacy and
Security
Rules
include:
life
insurers,
employers, workers ’ compensation carriers,
most schools and school districts, many state
agencies such as child protective service
agencies, most law enforcement agencies,
and many municipal offices (USDHHS, 2017,
2003). According to HIPAA , employers are
required to comply with laws relating to
workers’
compensation
as
well
as
requirements of state and federal laws and
regulations, thus, may be required to disclose
occupational medical records. OHNs should
be mindful of confidentiality when recording
patient information in occupational medical
records and should keep personal health

information
separate
from
exposure
r e c o r d s ( U. S. D e p ar t m e nt of La b or , 2 0 18) .
W hile OHN’s should ethically maintain
c o n f i d e n t i a l i t y o f P H I , o ccupational health
providers are generally not covered entities under
HIPAA and w orker health records held in
occupational health departments are excluded in the
definition of P H I (Litchfield, 2009).
While HIPAA may not apply to medical information
within occupational health departments, various
state privacy laws may regulate this information and
these laws may be more stringent than HIPAA.
OHNs must be familiar with privacy requirements
within their state laws (e.g., Workers’ Compensation,
Nurse Practice Act) (Strasser & Knoblauch, 2014).
The Family and Medical Leave Act
The Family and Medical Leave Act (FMLA) of 1993,
passed by the Department of Labor, requires
covered employers to provide employees with jobprotected and unpaid leave for qualified medical and
family reasons (FMLA, 2013; U.S. Department of
Labor, 2015). A Final Rule revision was filed in 2015,
providing a definition of spouse under the FMLA.
The statute also requires that all FMLA records and
all medical records must be stored apart from
personnel records, and be maintained as
confidential records (Recordkeeping Requirements,
2013).
Genetic Information Nondiscrimination Act
The Genetic Information Nondiscrimination Act
(GINA) was passed in 2009 to prevent discrimination
in insurance and employment. Genetic information is
defined as information gained from genetic testing
and/or individual’s family health history (USEEOC,
2008). GINA also protects applicants, employees,
or family members from disclosure of genetic
information by covered entities by assuring that
genetic information is maintained in a confidential
manner, in a file separate from personnel files. For
purposes of compliance with the ADA, genetic
information may be kept in the same file as other
medical information. There are exceptions to this
non-disclosure rule, such as exceptions to
government officials investigating compliance with
Title II of GINA and court-ordered disclosures.
RECOMMENDATIONS
For many OHNs, legislation and regulatory
agencies may not provide all the answers related
to appropriate sharing of health related information
(e.g., what can be disclosed to a supervisor and/or
to Human Resources). OHNs should be proactive
in development of comprehensive policies and
procedures to manage and protect worker’s health
information. Protocols and procedures may vary
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based on the practice situation. The policy should
consider the ethical duties pertinent to the OHN as well
as the legislative and regulatory requirements. It should
be developed in collaboration with relevant
representatives from the company (i.e., HR,
management, legal/risk), and management support
should be secured. Finally, the policies and procedures
should be communicated to and acknowledged by all
personnel.
The policy should cover (Strasser, 2004):








records maintenance (paper and/or electronic),
including location, security, retention, and contents of
the employee file,
procedures to transfer records,
security and maintenance procedures, including
archiving and identifying who has access, use of
keys, etc.,
electronic medical record system security, back-up
procedures, passwords, etc., and
access to records (including processes for managing
release and requests from employees, employee
representatives, company managers, third parties,
subpoenas, regulatory entities, and audit protocols).

It is essential for OHNs to have a good understanding
of the legal and regulatory requirements at the local, state
and federal level where they practice, as well as their
ethical and professional duty when implementing and
amending such policies. The American Association of
Occupational Health Nurses (AAOHN) has tools to support
the OHN in navigating this process. They include: AAOHN
Standards of Practice (AAOHN, 2012) and the AAOHN
Code of Ethics (AAOHN, 2016). OSHA has additional
resources on their Clinicians webpage including
information on ethics and confidentiality in occupational
health, regulatory and clinical issues (with links to OSHA’s
Office of Occupational Medicine and Nursing [OOMN]).
The OOMN provides OSHA with the recordkeeping and
occupational health management expertise of boardcertified occupational medicine physicians and OHNs
(U.S. Department of Labor, 2018). Additionally, for specific
situations that may arise, the OHN may consider
consulting an expert OHN consultant or their company’s
legal/risk advisors.
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